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NOMINATION OF JOHN A. RIZZO TO BE
GENERAL COUNSEL OF THE CENTRAL
INTELLIGENCE AGENCY

TUESDAY, JUNE 19, 2007

U.S. SENATE,
SELECT COMMITTEE ON INTELLIGENCE,
Washington, DC.

The Committee met, pursuant to notice, at 2:35 p.m., in room
SD-106, Dirksen Senate Office Building, the Honorable Jay Rocke-
feller (Chairman of the Committee) presiding.

Present: Senators Rockefeller, Feinstein, Wyden, Bayh, Feingold,
Whitehouse, Levin, Bond, Warner, and Snowe.

OPENING STATEMENT OF HON. JOHN D. ROCKEFELLER 1V,
CHAIRMAN, A U.S. SENATOR FROM WEST VIRGINIA

Chairman ROCKEFELLER. The hearing will come to order on the
nomination of John A. Rizzo to be General Counsel of the Central
Intelligence Agency.

Today the Committee meets to consider the nomination of said
Mr. John Rizzo to be General Counsel. Mr. Rizzo, we welcome you
today. Before we proceed to the opening statements and questions,
1I’lwant to recognize Mr. Rizzo’s wife, Sharon, who is accompanying

im.

Mr. Rizzo, would you like to introduce any other members of
your family?

Mr. Rizzo. Yes, thank you, Mr. Chairman.

Next to my wife, Sharon, is my son, James. Next to James is my
sister, Nancy, who has traveled a considerable distance to be here.
Next to Nancy is my step-daughter Stephanie Breed.

Chairman ROCKEFELLER. Well, we welcome you. The Vice Chair-
man and I both welcome you.

I also want to welcome our valued colleague, the distinguished
senior Senator from the State of Virginia, who will be introducing
Mr. Rizzo in just a moment.

Mr. Rizzo has worked in government service his entire career,
and has spent the last 31 years at the Central Intelligence Agency.
Starting as an attorney at the CIA’s Operations and Management
Law Division in 1976, Mr. Rizzo moved through a variety of offices
within the Office of General Counsel. He also spent 1Y% years in
the CIA’s Office of Inspector General, and more than 2 years in the
CIA’s Office of Congressional Affairs, where he was responsible for
coordinating, in that position, CIA communications with the con-
gressional committees investigating the Iran-Contra affair. In
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March 1995, he was named Senior Deputy General Counsel. John
Rizzo has twice served as acting General Counsel when the Gen-
eral Counsel position became vacant—once from November of 2001
to October of 2002, and again from August of 2004 to this day.

Mr. Rizzo, we would like to thank you for your long government
service. We do appreciate it. We often fail to say that.

To understand why we are here today, it’s important that we
look at both the responsibilities of the CIA and the historical role
of the CIA’s General Counsel. The CIA’s intelligence capabilities
help us protect what we hold as fundamental to the American way
of life. Yet even with today’s great and immediate intelligence chal-
lenges, the CIA must constantly reaffirm the American principles
of commitment to law, integrity and accountability. The CIA’s Gen-
eral Counsel is at the heart of this balancing act.

Although the person selected to fill this position has only re-
quired the advice and consent of the Senate since 1996, key com-
mittees have long recognized the importance of having an inde-
pendent general counsel who has the backing of a Presidential ap-
pointment and Senate confirmation. In 1976, the Church Com-
mittee recognized the “extraordinary responsibilities of the CIA’s
General Counsel to ensure that CIA activities are consistent with
the Constitution and law of the United States.” The Church Com-
mittee, therefore, recommended that the CIA General Counsel be
nominated by the President and confirmed by the Senate to protect
the General Counsel’s “independence of judgment.”

In 1987, the Iran-Contra Committees concluded that the abuses
of Iran-Contra stemmed in part from the misguided perception of
certain government officials that worthy ends could justify viola-
tions of the law. The Iran-Contra Committees rejected this notion
and instead recommended strengthening the role of the CIA Gen-
eral Counsel by requiring Senate confirmation.

Congress ultimately acknowledged the importance of having a
Senate-confirmed General Counsel in 1996, as I indicated. In
amending the Central Intelligence Agency Act of 1949, Congress
accepted the Senate Intelligence Committee’s report that the con-
firmation process enhances accountability and strengthens the
oversight process.

Over a decade later, today’s hearing is timely in addressing the
difficult issues of accountability and oversight. As a country, we are
struggling to find the equilibrium between fighting terrorism and
protecting the liberties and the rule of law that define us as a na-
tion. On the one hand, we do not want to deny CIA officers the
tools they need to do their job. On the other, we must recognize
that democracy and American values are at risk if we fail to live
up to our ideals.

The weight of this balance, interestingly, falls heavily on the
shoulders of the General Counsel alone. As the CIA’s activities are
largely carried out in secret, the General Counsel often makes legal
decisions without the benefit of public debate or the constraints of
public scrutiny. By necessity, the public must therefore trust that
the person in that position will ensure that the CIA’s activities are
consistent with both the spirit and the letter of the Constitution
and the laws of the United States.
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Our country must have faith that the intelligence professionals
working to defend us have a General Counsel who defends them by
ensuring that they receive lawful guidance. However difficult it
may be to draw legal lines, it cannot be those on the front lines
who suffer from legal uncertainty. Equally so, it is those officers
who suffer when the institutional integrity of the agency is weak-
ened by questionable legal decisions. Public trust and professional
respect are earned by navigating these very difficult paths.

Ensuring that the CIA follows the law is important to protect not
just the CIA and its intelligence officers, but also to protect the
image of the United States. Our international security depends on
upholding our ideals upon a world stage.

Although the Attorney General, through the Department of Jus-
tice and the Office of Legal Counsel, is ultimately responsible for
the legal decisions of the executive branch, the CIA’s General
Counsel has a responsibility to the CIA as an institution that the
Attorney General does not share.

The CIA General Counsel simply cannot rely on others to make
those legal decisions. The General Counsel must make inde-
pendent, sound legal assessments to determine what will best serve
the CIA over the years to come. The Committee has a duty to make
sure that the nominee sitting at that desk has the qualities nec-
essary to fill that important role.

Mr. Rizzo, we look forward to hearing your views about both past
challenges and the CIA’s future conduct. Your stewardship during
recent years as acting General Counsel provides you with a unique
insight into that position.

Following the open session, we will further explore the Office of
General Counsel’s role in important matters in recent years in the
closed portion of our hearing. The Committee has received letters
of support for Mr. Rizzo’s nomination from a number of his col-
leagues over the years, including CIA General Counsels Anthony
Lapham, who was one of my closest friends throughout life, and
Jeffrey Smith.

Mr. Lapham, who sadly passed away last year, served as CIA
General Counsel in the midseventies and saw the CIA through the
Church Committee’s investigations of its activities. Mr. Smith
served as CIA General Counsel from 1995 to 1996 and has since
been actively involved in the public debate on intelligence issues.

We also received letters expressing concern about Mr. Rizzo’s
nomination from Human Rights Watch, Human Rights First, and
the Open Society Policy Center. I ask unanimous consent that
these letters be placed into the record. Without objection, it is so
ordered.

[The letters regarding Mr. Rizzo’s nomination follow:]
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Anthony A Lapham
2919 Woodland Drive, NW
‘Washington, DC 20008

July 10, 2006

Y FACSIMILE

The Honorable Jay Rockefeller

Vice Chairman, Senate Select Committee on Intelligence
531 Hart Senate Office Building

‘Washington, D.C. 20510

Re;  JohnRizzo
Dear Senator:

I am writing this letter in order to say a few good words about my friend and former
professional colteague John Rizzo, who has been nominated to become the next General Counsel
of the CIA. As I understand it, John’s pomination to this position has been forwarded to the
8SCI and is awaiting the Committee’s action,

John arvived in my office, as a young lawyer, onc month after I began my own tenure as
the CIA General Counsel way back in May of 1976. Even then he was one of those in the office
on whom I relied most heavily. Since my tenure ended in 1979 Jobn has worked under cach one
of my many suecessors and under heaven only knows how many different DCIs who have served
in both Democratic and Republican administrations. For much of this tinte he has been either
Deputy General Counsel or, as he is today and has been many times before, Acting General
Counsel. 1think I am right in saying that, if his vatious stints added up, he has spent more time
as Acting General Counsel than anybody for whom he worked has served as General Couasel.

. Interms of knowledge of the CIA, its internal workings, its external affairs, its history
both good and bad, and the laws applicable to its operations, Johm is so highly qualified for the
General Counsel’s job that no other attomey anywhere would run even a close second.

I have kept in pretty close touch with John over the years, and for a few of those years
related to him in an oversight role when I was a member of the President’s Intalligence Oversight
" Board during the late 1980s and early 1990s. I have known him long enough and well enough to
know that, apart from his experience, he bas another virtue with which any good General
Counsel at CIA should be equipped. He will give his best legal advice even when that may not
be the advice that is wanted.
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The Honorable Jay Rockefeller
July 10, 2006
Page2

T can’t pretead to know, although I certainly can imagine, what kind of controversies may
be swirling around John’s nomination. But I thought I would go ahead and put my two cents in
anyway and say that I hope he gets a hearing and gets confirmed.

Very best regards as always. I'have in mind our recent conversation about our respective
back problems but I have yet to deal very smartly with mine.

Thanks for your time and consideration,

Thie ~

Anthony A.{_apham



ARNOLD & PORTER Lip Jeffrey H. Smith

Jeffrey Smith@aporter.com

202.9425115
202.942.5999 Fax
202.468.4435 Cell

555 Twelfth Street, NW
Washington, DC 20004-1208

April 27, 2007

The Honorable John D. Rockefeller, IV
Chairman

Senate Select Committee on Intelligence
211 Hart Building

‘Washington, DC 20515

Dear Mr. Chairman:

I am writing to express my strong support for the nomination of
John Rizzo to be General Counsel of the CIA. He is not only a superb
lawyer but also an individual of unerring judgment and unshakeable
integrity. If confirmed, he will be a great General Counsel of the CIA.

. I have known, and worked closely with John, since the late 1970s
when he first joined CIA. At the time [ was a lawyer in the Department
of State working on the Church and Pike Committee investigations of the
Intelligence Community and the subsequent legislation, executive orders
and the creation of the two Congressional oversight Committees. John
had similar responsibilities at the CIA.

During my subsequent-service as General Counsel of the Senate
Armed Services Committee and as Senator Sam Nunn’s designee to the
SSCI and the Iran-Contra Committee, I continued to work with John.
And, of course, I was privileged to have John as my Deputy when I was
General Counsel of CIA.

As the Committee knows, John is an institution at the CIA and
has eamed the confidence of every Director under whom he has served.
Perhaps of even greater importance, he has eamned the confidence of his
colleagues in the Agency, particularly in the Directorate of Operations,
and throughout the national security community. John has handled with
great skill and discretion some of the most difficult and demanding legal
and policy issues the CIA has faced over the past 25 years.

‘Washiagton, OC New York tondon Brussels Los Angetes  Century City Northern Virginia Denver
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The Honorable John D. Rockefeller, IV
April 27, 2007
Page 2

It is difficult to overstate the regard that his colleagues have for
him - which John has rightly earned by providing first rate legal advice,
insisting on adherence to the law, and maintaining the highest standards
of integrity and ethics while helping the Agency achieve its mission.

In brief, I can think of no person better prepared, equipped or
able to be the General Counsel of the CIA and T urge the Committee

promptly to confirm him.
Sincerely,
YA

Jeffrey H. Smith

cc:  The Honorable Christopher S. Bond
The Honorable Carl Levin
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To: 12022247868 From: Allison Lombardo Tuesday, May 08, 2007 12:46 PM Page: 20f 9

Subject Letter Regarding the Nomination of John Rizze
SSOI# 2007 195 4

May 8, 2007

The Honorable John D, Rockefeller IV

U.8. Senate Select Committee on Intelligence, Chairman
5 31 Harl Senate Office Building

Washington, DC 20510

‘The Honorable Christopher 8. Bond

U.S. Senate Select Committee on Intelligence, Vice Chairman
274 Russell Senate Office Building

Washington, DC 20510

Dear Senator Rockefeller and Senator Bond,

We wrrite to express serious concern about the nomination of John Rizzo to be General
Counsel of the Central Intelligence Agency. As acting General Counsel and Deputy
General Counsel of the CIA, Mr. Rizzo was directly involved at the most senior level in
overseeing policies involving the treatment of detainees —~ policies that violated U.S. and
international law, endangered U.S. service personnel and citizens abroad, complicated the
prosecution of senior al Qaeda suspects, damaged relations with U.S. allies, and
undermined the moral authority America needs to wage an effective fight against terror.

The most important duty of a lawyer in government is to say “no” to public officials, no
matter how senior those officials may be, when they propose actions that would violate
the law. We believe that Mr. Rizzo was morally and legally required to object to these
policies, and we urge you to explore in detail his views on the following topics.

Interrogation Policy

In 2002, the Justice Department drafted a memo, at the request of the CIA, which
narrowed the definition of torture to include only conduct that causes suffering
“equivalent in intensity to the pain accompanying serious physical injury, such as organ
failure, impairment of bodily function, or even death.” The memo advised that even
under this limited definition, the outright torture of “enemy combatants” in U.S, custody
“may be justified,” and laws against torture "may be unconstitutional if applied to
interrogations” conducted under the president’s corunander-in-chief authority. This
memo has since been discredited and withdrawn, but at the time it provided the legal
justification for the CIA’s program of “enhanced interrogation techniques.”

Many legal experts in the administration objected to the ing of the “torture
memo”—including the General Counsel of the Navy, senior members of the military’s
Judge Advocate General Corps, and legal advisers at the State Department and National
Security Council. We do not know what views, if any, Mr. Rizzo expressed. It is our
understanding, however, that be played a key role in applying the memo’s guidance and
approving specific interrogation techniques.
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To: 12022247685 From: Allison Lombardo Tuesday, May 08, 2007 12:48 PM Page: 3 of ¢
Subject: Letter Regarding the Nomination of John Rizzo

Tt has been widely reported that those techniques included “witerboarding” (a form of
simulated drowning), extended sleep deprivation, “long-time standing” (in which
prisoners are forced to stand shackled for more than 40 straight hours), and exposure to
extreme cold. Each of these techniques has been, and conti to be, cond das
torture by the United States when it is employed by other countries, Each has been
recognized as torture by U.S. courts and military commissions.

As early as 1901, a U.S. Army Major, Edwin Glenn, was sentenced to 10 years hard labor
for “waterboarding” a captured insurgent in the Philippines. U.S. military commissions
after World War II prosecuted Jap troops for engaging in “waterboarding” and other
techniques since allegedly employed by the CIA. A Japanese soldier named Tetsuo Ando
was sentenced to five years hard labor for, among other offenses, forcing American
prisoners to “stand at attention for seven hours” (United States of America vs. Tetsuo
Ando, Yokahama, May 8, 1947). Another was sentenced to 10 years for, among other
things, forcing a prisoner to *bend his knees to a half bend, raise his arms straight above
his head, and stay in this position anywhere from five to fifleen minutes at a time”
(United States of America vs. Chikayoshi Sugota, Yokahama, April 4 1949). Sleep
deprivation has been recognized as torture since the Middle Ages, when it was called the
“tormentum insomniae,” and in modern times was employed by the Soviet secret police
1o force confessions from dissidents. Six decades ago, the U.S. Supreme Court cited with
approval an American Bar Association report that observed: “It has been known since
1500 at least that deprivation of sleep is the most effective torture and certain to produce
the confession desired.” (Ashcrafl v. Tennessee, 322 US 143, 149 (1944)).

Since these cases were tried, domestic and international prohibitions against torture have
become even stronger. The use of the techniques allegedly erployed by the CIA would
clearly viclate prohibitions against torture and other mistreatment contained in the
Convention against Torture and other Cruel, Int or Degrading Treatment or
Punishment and the Geneva Conventions. The most recent Supreme Court case
interpreting the prohibition on “cruel and unusual” punishments in the U.S. Constitution
found that the cruelty inherent in the use of prolonged stress positions was obvious (Hope
v. Pelzer, 536 US 730 (2002)). Such treatment could also constitute a felony offense
under the U.S, War Crimes Act and Anti-Torture Statute,

According to press reports, CIA Inspector General John Helgerson concluded in the
spring of 2004 that these techniques “appeared to constitute cruel, inhuman, and
degrading tr " prohibited under international law. Reports also indicated that
several CIA officers were so troubled by these techniques that they refused to be trained
touse them. The U.8. government would surely be outraged were such techniq
employed by another government on captured U.S. personnel.

As a lawyer charged with reviewing interrogation methods, Mr. Rizzo should have
known how these methods have been treated by courts in the past and warned policy
makers that they risked running afoul of the law., He should have recognized the danger
U.S. personnel would face if the U.S. government legitimized the use of such techniques
in wartime. He should also have considered how much harder it would be to prosecute al
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To: 12022247665 From: Allison Lombardo Tuesday, May 08, 2007 12:46 PM Page: 4 of §
Subject Letter Regarding the Nomination of John Rizzo

Qaeda suspects if the evidence against them was tainted by techniques no court would
consider reliable. Indeed, the use of these methods may have placed the United States in
the untenable position of having to choose between releasing potentially dangerous
detainees or holding them forever without charge in violation of international law.

The administration is now reportedly considering an executive order that will define what
interrogation technigues may be employed by the CIA under Common Article 3 of the
Geneva Conventions. Ifit adopts a legal interpretation that a particular technique
complies with Common Article 3, it will establish a precedent that the use of that
technique on U.S. personnel also does not violate Common Article 3 — anything the CIA
can lawfully do under this order, in other words, an enemy may claim the right to do as
well. The CIA General Counsel will presumably play a key role in developing this
precedent. Thus, having someone in that role who understands and will uphold faws
against torture and cruel treatment remains critical.

With these concemns in mind, we would urge the Committee to ask Mr. Rizzo the
following questions:

e Did you raise any concerns about the Justice Department’s August 1, 2002 memo
on torture after the CIA received it? If not, why not? Did you concur with the
legal analysis in the memo? Did you teli other CIA employees to rely on the
memo’s analysis and conclusions?

s What role did you play in reviewing and approving legal memeoranda authorizing
specific interrogation techniques, including waterboarding, extended sleep
deprivation, “long-time standing,” and exposure to extreme temperatures? Did
you raise concerns that the use of any of these techniques would place CIA
officers in legal jeopardy?

s Were you aware of the many cases in which U.S. courts and military commissions
have prosecuted individuals for engaging in the techniques allegedly employed by
the CIA? Were you aware that the United States has long condemned as torture
the use of such methods by other governments? If not, why did you not make an
effort to discover these precedents? If so, why were the methods approved?

e Did you make any effort to consult with military lawyers and experts to determine
whether approval of such methods might endanger U.S. service personnel, and
whether their use by the CIA in Afghanistan and Iraq might make it harder for the
military to prevent its own personnel from engaging in abusive practices?

» Did you consider the impact that using such methods might have on the
government’s ability to prosecute high value detainees? How much of the
evidence against the 15 high value CIA detai now in Guant ts of
information gained through interrogation under these methods? Are you
confident that the government will be able to prosecute each of these 15 men
without relying on the fruits of their interrogation?

»  With regard to “waterboarding” specifically: Even the 2002 Justice Department
“torture memo” concluded that certain acts are of “such a barbaric nature, that it is
likely a court would find that allegations of such treatment would constitute
torture.” Among those “barbaric™ acts were “threats of imminent death, such as
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To: 12022247665 From: Allison Lombardo Tuesday, May 08, 2007 12:46 PM Page: 5of 9
Subject Letter Regarding the Nomination of John Rizzo

mock executions....” Isn’t the whole point of “waterboarding” to create an
overwhelming fear of imminent death by drowning? Are you aware that persons
who are subjected to threats of drowning, partial drowning, and simulated
drowning, such a5 “waterboarding,” often suffer severe psychological trauma
lasting years? Do you agree that “waterboarding” can cause “serious™ mental
suffering of a prolonged nature? Do you at least agres that it is degrading to be
strapped helplessly to a board and suffocated to the point of terror?

»  Another technique allegedly approved was to strike prisoners with an open hand.
Do you believe that it is permissible under Common Article 3 of the Geneva
Conventions to physically strike a prisoner? Do you believe that blows delivered
to the head of 2 bound prisoner are illegal if a fist is used but legal if delivered
with an open hand? Do you believe that it is legal under Common Article 3 fora
U.S. prisoner to be assaulted, includiog being slapped, during interrogation?

o How did you respond to the CIA inspector general’s report that warned that some
of the interrogation procedures approved by the CIA violated the Convention
against Torture? Did you do anything to promote adoption of the 10
T dations on CIA detainee ireatment made in the inspector general’s
report? Have all of these r dations been adopted by the CIA?

»  When the Justice Department rescinded the 2002 torture memo, did you make any
effort to change CIA interrogation policy in response? Did you or others
reporting to you issue new guidance on what constituted lawful interrogation?

« Do you believe CIA officials alleged to have been involved in the deaths of
detainees in Irag and Afghanistan should be held accountable? Have you done
anything to promote that accountability?

« Do you now believe that the so-called “ent d” technigues - including
waterboarding, extended sleep deprivation, long-time standing, and exposure to
cold, are consistent with U.S. legal obligations under the Convention against
Torture? Are they permitted by the McCain Amendment? Do they comply with
Common Article 3? Do they comply with the War Crimes Act (as amended in
the Military Commissions Act), which criminalizes treatment that causes
“serious” mental or physical pain or suffering that “need not be prolonged?”

s Would you be comfortable if another government used any of these specific
methods against a captured American?

Extraordinary Rendition

Past administrations have employed rendition primarily to take terrorism suspects away
from jurisdictions where the rule of law was weak to jurisdictions where they could be
prosecuted for their crimes. The Bush administration has used Hed “extraordinary
rendition” for a very different purpose — to send suspects to weak rule of law states where
they can be held in secret incommunicado detention without charge and interrogated. It
has rendered suspects away from justice, rather than to justice. Mr. Rizzo was likely
involved in deliberations about the legality of these renditions.

The first widely known post-9/11 rendition involved an al-Qaeda suspect named Ibn al
Shaykh al Libbi, who was sent by the CIA to Egypt in 2002. According to press reports,
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al Libbi “revealed” under torture, cither by the CIA or by the Egyptians, that Saddam
Hussein had trained al Qaeda members in the use of chemical weapons, a false claim that
Secretary of State Powell repeated in his February 2003 presentation on Irag to the UN.
Security Council. Another well known rendition involved an Egyptian cleric named Abu
Omar, who was allegedly kidnapped in Milan, Haly in 2003 by CIA agents and sent to
Egypt, where he claims he was tortured. Italy has issued arrest warrants for 13 U.S.
intelligence agents involved in this case.

The Convention against Torture prohibits sending a prisoner fo & country where there are
“substantial grounds for believing that he would be in danger of being subjected to
torture.” The administration argues that it satisfied this requirement by obtaining
“diplomatic assurances™ of humane treatment from the receiving government, even from
countries like Egypt, Syria, and Libya that are known to practice torture systematically.
Some officials involved in the program have acknowledged that these assurances are not
credible. One official who visited foreign prisons where detainees rendered by the C1A
were being held told the Washington Post. "It's widely understood that interrogation
practices that would be illegal in the U.S. are being used. . . . They say they are not
abusing them, and that satisfies the legal requirement, but we all know they do.* A
diplomat from an Arab country said: “It would be stupid to keep track of the frendered
prisoners] because then you would know what's going on." (“CIA's Assurances On
Transferred Suspects Doubted,” Washington Post, March 17, 2005)

Suggested questions:

s Were you involved in deliberations about the legality of extraordinary renditions,
including those of al Libbi and Abu Omar?

» Do you believe it is lawful for U.S. intelligence agents to kidnap a suspect froma
democratic country with strong legal institutions, like Haly, especially if that
person is not then brought to justice before a court? If so, on what legal basis?

+ Did you consider the possibility that CIA personnel might face legal jeopardy for
committing what is ordinarily a serious crime - kidnapping - in a country that is a
strong U.S, ally? .

*  Would it be lawful for Italian ~ or Russian, or Chinese — intelligence agents to
seize a U.S. citizen or permanent resident off the streets of New York and to send
that person for detention and interrogation in a third country (even with the
concurrence of a U.S. executive branch official)?

»  For what purpose were detainees like al Libbi and Abu Omar sent to Egypt? Was
it for interrogation? If so, what did the CIA think the Egyptians could do that the
U.8. government couldn’t do itself?

o Did you express any concern that suspects sent to countries such as Libya, Syria,
or Egypt might be tortured, and that their rendition would thus violate the
Convention against Torture? What was your response to reports that individuals
were being abused afler they were rendered by the CIA to third countries?

¢ Did you personally believe the assurances countries like Egypt or Syria made that
they wouldn’t abuse captives?
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o Under what circumstances, if any, would you believe that assurances would not
be sufficient to fulfill U.S. obligations under the Convention against Torture?

+  When did the CIA inform the State Department of the extraordinary renditions?
Were assurances obtained by the CIA or the State Department?

o Did you recommend that the C1A or any other executive department or agency
take any steps to investigate the treatment of rendered suspects after their transfer
1o other countries?

Secret Prisons

Since 9/11, the CIA has held several dozen suspected al-Qaeda bers in secret
facilities around the world. Some were held incommunicado for as fong as four years,
with no legal process and no access by the International Committee for the Red Cross
(ICRC). At least one, Khaled el Masri, a German national of Lebanese descent who was
kidnapped in Macedonia and held at a secret facility in Afghanistan, was released after
the CIA determined he was innocent.

Last September, President Bush d that 14 of these prisoners were being
transferred to military custody at Guantanamo Bay and that at that point the CIA was no
longer holding detainees in secret. The remainder were pr bly rendered to third
countries. But the President has asserted that he maintains the right fo use this program,
and just Jast week, another CIA prisoner who apparently had been detained since late
2006 was transferred to Guantanamo.

In addition, U.S. Army investigators told the Senate Armed Services Committee in
September 2004 that up to 100 detainees at Baghdad’s Abu Ghraib prison were hidden
from the (ICRC) at the request of the CIA. Generals Paul Kern and George Fay, who
headed the investigation, said that the CIA refused to provide them with information
about these “ghost prisoners.” Previously, Secretary of Defense Donald Rumsfeld had
acknowledged that, acting at the request of then-CIA Director George Tenet, he ordered
that a senior Iraqi detainee be held off the books at Iraq's Camp Cropper detention
center. Keeping detained belligerents from the ICRC in Iraq violated the Geneva
Conventions and subjected thern to potential abuse.

The United States has long condemned other governments for engaging in enforced
disappearances — a practice defined in international law as “the arrest, detention,
abduction or any other form of deprivation of liberty by agents of the State . . . followed
by a refusal to acknowledge the deprivation of liberty or by concealment of the fate or

hereabouts of the disappeared person, which place such a person outside the protection
of the law.” (U.N. Declaration on Enforced Disappearances, 1992) The CIA detainees
were clearly “disappeared.”

Suggested questions:

o Did you participate in deliberations concerning the legality of the CIA’s secret
detention program?
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s What is the purpose of denying the International Committee of the Red Cross
access to prisoners? What would ICRC access prevent the CIA from doing?

« Ifthe CIA is bound by the Supreme Court’s Hamdan decision to abide by
Common Article 3 of the Geneva Conventions in its treatment of prisoners, is
there any remaining reason fo hide prisoners from the ICRC? Wouldn'titbein
our interest to have the Red Cross confirm we are treating prisoners humanely?

» The definition of enforced disappearance in interpational law is: “The arrest,
detention, abduction or any other form of deprivation of liberty by agents of the
State . . . followed by a refusal to acknowledge the deprivation of liberty or by
concealment of the fate or whereabouts of the disappeared person, which place
such a person outside the protection of the law.” Isn’t this what the CIA did with
the ghost detainees and those held in the secret detention program?

o How would you distingnish - as a matter of Jaw - CIA practices in this area from
a case in which the government of Iran or North Korea detained an American,
accused him of engaging in hostile acts, and detained him in secret, denying
consular visits and JCRC access, and even refusing to acknowledge his detention?
‘What standing would we have now to object if that happened?

»  Why did the CIA ask the military to keep “ghost prisoners™ in Iraq? Did you at
any point express concern that this practice violated the Geneva Conventions?
Why did the CIA not cooperate with the Pentagon’s investigation of this issue?

s What happened to the several dozen detainees who were in CIA custody at one
point or another in the last four years, but who were not among the 15 transferred
to Guantanamo?

s Is it your view today that the secret detention program is legal? If so, on what
legal basis do you think the secret detention program can operate?

Sincerely yours,
T Pt

Tom Malinowski
Washington Advocacy Director
Human Rights Watch

Elisa C. Massimino

Washington Director
Human Rights First

Mbéﬁ?.._%,

Morton H. Halperin
Executive Director
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Chairman ROCKEFELLER. I now recognize our distinguished Vice
Chairman Bond.

OPENING STATEMENT OF HON. CHRISTOPHER S. BOND, VICE
CHAIRMAN, A U.S. SENATOR FROM MISSOURI

Vice Chairman BOND. Thank you very much, Mr. Chairman, and
I join with all my colleagues in wishing you happy birthday. But
due to popular demand, I will not lead singing. Mr. Chairman, I'm
not going to give away how old you are. But if I remember Missouri
law correctly, if you were a Missourian, you would qualify under
the State Historic Preservation Act as an historic artifact. And I
want to congratulate you on achieving that distinguished goal.

[Laughter.]

Vice Chairman BOND. A very special welcome to John Rizzo and
his family, and we’re delighted to have all of them with you today.

Friends, the events of September 11 clearly were a turning point
for our intelligence community. Faced with an enemy determined
to do harm to our country and our citizens, our intelligence agen-
cies had to adapt to new operational and legal challenges, as well
as more public scrutiny. The Central Intelligence Agency has been
no exception. Its task of finding innovative ways to provide accu-
rate and real-time intelligence, and to identify and neutralize those
with militant ideologies threatening us, cannot be understated. It’s
within that context that the Committee begins this hearing today.

As the CIA adapts its methods and priorities to fight the war on
terror, its intelligence collectors and analysts must be fully in-
structed on and follow the Constitution and the laws of our land.
In other words, they need good, strong legal guidance. Therefore,
it’s essential that we have a visible, accountable, and permanent
leader within the legal ranks of the CIA.

And Mr. Chairman, I'm very pleased that we’re having this hear-
ing, because it’s been well over 2 years since the previous General
Counsel left the CIA. Mr. Rizzo has occupied that post as acting
General Counsel during that period. It’s time that we have a per-
manent General Counsel confirmed by the Senate.

Now Mr. Rizzo comes before us having spent most of his profes-
sional career as an agency attorney handling a variety of assign-
ments. And I'm sure that he will explain what unique perspectives
and experiences he can bring to the General Counsel position. I ex-
pect there will be many questions about decisions that have been
made either by Mr. Rizzo or by other attorneys under his leader-
ship.

I also expect that there may be concerns among some Members,
because we don’t have certain documents. We can discuss that fur-
ther in a closed setting. I believe we have received an unprece-
dented amount of documents, and we have had access that we have
never had before, and I'm grateful for your help in that. As far as
the closed hearing, I encourage our Members to refrain from rais-
ing classified matters, even indirectly, until we move to the closed
session.

And I would urge Mr. Rizzo, if he feels that the answer must be
given in closed session, to do so.

The purpose of the hearing today is not for us to make political
statements, but for us to engage with the nominee on his thoughts,
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experiences and background, and qualifications for the post to
which he’s nominated.

Mr. Chairman, I believe it’s important that the Committee act on
this nomination, that we give Mr. Rizzo a full and fair hearing, and
move his nomination to the floor.

Mr. Rizzo, again, we thank you for your service. We congratulate
you on your nomination and look forward to your testimony.

Thank you, Mr. Chairman.

Chairman ROCKEFELLER. I now recognize the Honorable Senator
Warner, who will introduce the nominee.

STATEMENT OF HON. JOHN WARNER, A U.S. SENATOR FROM
VIRGINIA

Senator WARNER. Thank you, Mr. Chairman, Senator Bond, and
colleagues on the Committee.

I deem it a privilege to introduce this fine public servant. The
Chairman and Ranking Member have given detailed biographical
summaries of this nominee’s distinguished career, and therefore I
will not further go into the facts, and ask that my statement be put
into the record.

Chairman ROCKEFELLER. It will be done.

Senator WARNER. But we have before us one of the most sea-
soned, tested public servants still on active duty, so to speak, and
I think it’s marvelous that he and his family are willing to step up
and take on this position. He’s been in an acting position for some
time.

But, I'd say to my colleagues, you've covered all the facts, but I
want to mention one other thing, and that is he has been the re-
cipient of a number of awards during his career, perhaps most no-
tably the Thomas C. Clark Award from the Federal Bar Association
in 1996. Those of us who are members of the Bar would take due
note of this. This is a highly competitive award that recognizes the
single—I repeat, the single—most outstanding lawyer in the U.S.
Government each year. He won that in 1996. He is the only attor-
ney from the intelligence community to ever receive this award.
Quite an achievement. He also received the CIA Director’s Award
in 2002, 2004 and 2006 for his service as acting General Counsel.

So I think, quite wisely, we should begin this open session, to the
extent that colleagues wish to ask questions that can be answered
here and then, as the Ranking Member said, begin the closed ses-
sion because I and others are anxious to consider the Military Com-
missions Act, which was passed last October. I had a hand in that
bill. And it requires this country to take due note of international
treaties and so forth, and that work is now under way in our Ad-
ministration and perhaps we can learn further from this nominee
in the course of the closed hearing.

So I thank the Chair and the Members of the Committee. You're
on your own, my good friend.

Mr. Rizzo. Thank you, sir.

[The prepared statement of Senator Warner follows:]

PREPARED STATEMENT OF HON. JOHN WARNER

Chairman Rockefeller, Vice Chairman Bond, distinguished colleagues; it is my
pleasure to introduce to you today a great public servant and intelligence profes-
sional—Mr. John A. Rizzo—who has been nominated to serve as General Counsel
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for the Central Intelligence Agency. Mr. Rizzo has a long record of service to the
nation, particularly in the great Commonwealth of Virginia, and I welcome him here
today.

FAMILY

I would like to recognize Mr. Rizzo’s family who is here to support him today as
they have supported him during his long and distinguished career in service to our
nation. Mr. Rizzo is joined today by his wife Sharon, his son James, and his sister
Nancy. I am pleased to welcome them as well.

CAREER HIGHLIGHTS

Mr. Rizzo has been a career public servant. Before joining the Central Intelligence
Agency, he practiced law for 2 years for the U.S. Department of Treasury’s Office
of General Counsel, specializing in enforcement, customs, and narcotics issues.

Mr. Rizzo joined the CIA in 1976 and began a long and distinguished career,
where he has spent over 32 years practicing law in the Agency’s Office of General
Counsel. In 1995, Mr. Rizzo was named Senior Deputy General Counsel, which is
the second highest legal position in the Agency. He also has served as Acting Gen-
eral Counsel on several occasions—most recently from July 2004 to the present. In
that role he has been responsible for all legal issues regarding the initiation and
implementation of intelligence collection and cover action operations. For the past
10 years he has served as the Senior Designated Agency Ethics Official.

Mr. Rizzo has considerable experience working with the Congress. He served as
Deputy Director of the Office of Congressional Affairs from 1986 to 1989, and was
the Agency’s lead counsel in dealing with the House and Senate Committee’s inves-
tigating Iran-Contra. For this work, he received CIA’s Distinguished Officer in the
Senior Intelligence Service Award in 1987.

AWARDS AND RECOGNITION

Mr. Rizzo has been the recipient of a number of other awards during his career,
perhaps most notably, the Thomas C. Clark award from the Federal Bar Association
in 1996. This highly competitive award recognizes the single most outstanding law-
yer in government each year. He is the only attorney from the Intelligence Commu-
nity to ever receive this award—quite an achievement. Mr. Rizzo also received the
8IA Dilrector’s Award in 2002, 2004, and 2006 for his service as Acting General

ounsel.

ACADEMIC CREDENTIALS

Mr. Rizzo earned his undergraduate degree in Political Science from Brown Uni-
versity in 1969 and graduated cum laude from George Washington University Law
School in 1972.

SUMMARY

In short, Mr. Rizzo has a long and distinguished record of service to the intel-
ligence mission of this country, and I am very pleased to introduce him to the Com-
mittee today.

Chairman ROCKEFELLER. Thank you, Senator Warner.

Mr. Rizzo, you may now proceed with your statement, sir.

STATEMENT OF JOHN A. RIZZO, CENTRAL INTELLIGENCE
AGENCY GENERAL COUNSEL-DESIGNATE

Mr. Rizzo. Mr. Chairman and Mr. Vice Chairman, at the outset,
let me express my appreciation to you and to the Committee for
giving me the opportunity to appear before you today. I am aware
of the Committee’s heavy workload this session, covering an array
of significant policy issues, and I am grateful that you have found
the time to consider my nomination.

I also want to give special thanks to Senator Warner for his pres-
ence and his generous introduction, especially given the fact that
I am not a Virginia resident. But having served many years in
Langley, I feel a quasi-citizenship to that State.
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With the Committee’s permission, I will now read a brief opening
statement and will submit a more detailed statement for the
record. I come here today halfway through my 32nd year of service
as a lawyer for the Central Intelligence Agency. Put it another
way, I have spent more than half of my life as a CIA attorney. Ac-
cordingly, while I was honored and gratified when the President
first nominated me a little over a year ago, I do not consider myself
to be a political appointee in the usual sense of that term, and in-
deed I do not consider myself a political person. I am first and fore-
most a career public servant and CIA officer.

My situation as I appear before you today is unique. Over the
past 35 years, every previous General Counsel, whether Senate-
confirmed or otherwise, was new to the Agency. If confirmed, I
would be the first CIA General Counsel ever to come up through
the ranks. I do not take this distinction lightly.

To put the span of my CIA career in brief chronological perspec-
tive, in January 1976, armed with a grand total of 3 years’ legal
experience, I joined the Office of General Counsel. It was a critical
juncture for CIA as an institution. The Church Committee, the
Rockefeller Commission, and other investigative bodies had just
finished exposing controversial and often troubling CIA activities in
years gone by and were recommending massive legal and policy re-
forms at CIA. The congressional intelligence committees were
about to be born, subjecting the Agency to real legislative oversight
for the first time in its history.

George H.W. Bush was the CIA Director when I came on board,
the first of 10 CIA Directors under whom I have served. There
were 18 other lawyers at the Agency in 1976; today, we are well
over a hundred lawyers, and we expect our staff to grow even larg-
er for the foreseeable future.

Upon my arrival, and frankly, despite still having no idea what
I was really getting myself into, I was immediately immersed in
the incredibly diverse nature of CIA’s legal practice. While it is fair
to say I have spent the bulk of my career providing guidance on
CIA’s conduct of covert operations, I have also had to address
issues in areas ranging from administrative and contract law to en-
vironmental and tax law, not to mention being in the middle of an
always active and burgeoning litigation caseload.

The CIA has had its equities and information at stake in vir-
tually every major terrorist prosecution in the last two decades,
along with a large number of other high-profile criminal cases.

Overall, I can’t think of a more stimulating, challenging, impor-
tant and rewarding place to work as a lawyer, and I have loved
going to work every day of my 30-plus years at CIA. So, by any
measure, I am not new to the world of national security law. I
come with a track record of more than three decades of experience
with national security legal issues. I consider that to be a signifi-
cant and unprecedented plus for a nominee to this job, and I hope
thzﬂ: by the end of this process, the Committee concludes that as
well.

Mr. Chairman, I will be responsive and forthcoming in answering
your questions in this open session. I suspect the Committee will
have questions, especially with respect to legal issues I have been
involved in in this post-9/11 era, which I can only address in closed
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session. Again, however, I pledge to be informative and candid in
responding to those questions.

Let me briefly address one substantive issue in my remarks, and
that is the crucial issue of congressional oversight of intelligence
activities. Until now, the seminal event in my CIA legal career took
place two decades ago when I was the Agency’s focal point in deal-
ing with the joint congressional committee investigating the Iran-
Contra Affair. As the year-long probe played out, I saw firsthand
the tremendous damage my Agency sustained, and all of it
stemmed from the fact that as an institution, the CIA had kept the
Intelligence Committees in the dark about a significant high-risk
covert action program. Worse yet, a few senior CIA officers, people
I had worked with and admired for years, wound up being pros-
ecuted for misleading Congress about their roles in the program.
Their careers were ruined. The Agency’s reputation was sullied.
Overall, morale at CIA plunged and it took years for the Agency
to rebuild its relationship with this Committee and its House coun-
terpart.

The lesson I learned from seeing up close all the damage from
Iran-Contra has been lasting and indelible to me. It is this. CIA
courts disaster whenever it loses sight of the absolute necessity to
inform the intelligence committees on a timely basis what they
need to know in order to perform effective, constructive oversight.

I say that not just because that is what the law requires, and not
just because it is wise policy, and not just because it’s something
I think the Committee wants to hear. There is yet another compel-
ling, if coldly pragmatic reason that Iran-Contra brought that les-
son home to me, and it is this. The more the committees know
about what CIA is doing, the more you are invested in the process,
and the more frankly you will be willing and able to protect and
defend CIA from the uninformed and often false charges of wrong-
doing that seem to inevitably come our way from those on the out-
side. It is in that spirit of openness and candor that I will endeavor
to address the Committee’s questions, not just today, but down the
road as well, if the Senate ultimately sees fit to confirm me as CIA
General Counsel.

Mr. Chairman, I recognize that a major focus of the Committee’s
attention in considering my nomination will be my role in the
Agency’s actions undertaken in the counterterrorist arena in the
years following the 9/11 attacks. This is as it should be. After all,
I have served as the CIA’s acting General Counsel approximately
4 out of those 5%2 eventful years. As I noted at the outset, much
of this discussion necessarily must be reserved for a closed session.
For now, I can say that this period has been the most rewarding
in terms of service to this country, but by far the most challenging
of my three-plus decades of practicing law at the CIA. While being
a CIA lawyer has never been dull, the legal issues the Agency has
had to contend with over the last 5 years would have been unprece-
dented and largely unimaginable to me on September 10, 2001. A
couple of brief examples.

In the operational arena, CIA, in my experience, had never be-
fore been authorized to detain and interrogate an individual be-
lieved to be holding vital national security information. In the for-
eign intelligence collection arena, CIA had never before been au-
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thorized to collect more volumes of information from exponentially
more sources, and to analyze and share that information faster
with our counterparts in the law enforcement community, State
and local governments, as well as our foreign partners.

While only a very small portion of that information dealt with in-
dividual Americans, we had to be then, and must continue to be
constantly mindful of the privacy rights of our fellow citizens.
These were uncharted territories for me, for the Office of General
Counsel, and indeed, for the U.S. Government as a whole, and we
have had to navigate on one of the most difficult legal and policy
terrains imaginable, in close consultation with legal experts
throughout the Government.

Throughout it all, my mission has been to decide every issue
coming my way in accordance with one basic overriding principle
that I have followed my entire CIA career. It is this—to facilitate
CIA’s discharge of its vital mission to protect the national security
and the American people in a manner that at all times is faithful
and in full compliance with the Constitution, U.S. law, and U.S. ob-
ligations under international treaties.

Finally, Mr. Chairman, let me briefly address a question several
long-time colleagues posed to me shortly after my nomination was
announced, which was, why, as a career CIA lawyer for three dec-
ades, would you want to give up that status after all those years
to become a political appointee subjected to the rigors and uncer-
tainty of that entire process?

Well, for me, it came down to two basic reasons. First, it is sim-
ply a great job. The work is as important as it gets. The palpable
sense of contributing something to protect the Nation’s security is
there every day. And, as hard as it sometimes gets, I have always
considered it to be the best job I could ever have.

Second, I would respectfully suggest that the unprecedented fact
of a career CIA lawyer coming up the ranks and becoming General
Counsel sends a significant symbolic message to our constantly
growing, ever-younger office. Namely, it says to a new lawyer com-
ing on board that if he or she makes a commitment to a CIA ca-
reer, works conscientiously and hard, even as administrations come
and go, and maybe catches a few breaks along the way, then he
or she could realistically aspire to be the General Counsel of what
I consider to be the most vital agency in the U.S. Government in
protecting the citizens of the United States. For me, establishing
that precedent would be an immensely gratifying legacy.

Mr. Chairman, that concludes my statement, and I welcome the
Committee’s questions.

[The prepared statement of Mr. Rizzo follows with attachment.]

PREPARED STATEMENT OF JOHN S. Rizzo

Mr. Chairman and Mr. Vice Chairman:

At the outset, let me express my appreciation to you and to the Committee for
giving me the opportunity to appear before you today. I am aware of the Commit-
tee’s heavy workload this session, covering an array of significant policy issues, and
I am grateful that you have found the time to consider my nomination.

I come here today halfway through my 32nd year of service as a lawyer for the
Central Intelligence Agency. Put another way, I have spent more than half of my
life being a CIA attorney. Accordingly, while I was honored and gratified when the
President first nominated me a little over a year ago, I do not consider myself to
be a political appointee in the usual sense of that term, and indeed I do not consider
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mﬁ)_rself a political person. I am first and foremost a career public servant and CIA
officer.

My situation, as I appear before you here today, is unique. Over the past 35 years,
every previous General Counsel—whether Senate-confirmed or otherwise—was new
to the Agency. If confirmed, I would be the first CIA General Counsel ever to come
up through the ranks. I do not take this distinction lightly.

To put the span of my CIA career in brief chronological perspective, in January
1976, armed with a grand total of 3 years legal experience, I joined the Office of
General Counsel. It was a critical juncture for CIA as an institution. The Church
Committee and other investigative bodies had just finished exposing controversial
and often troubling CIA activities in years gone by and were recommending massive
legal and policy reforms at CIA. The Congressional intelligence committees were
about to be born, subjecting the Agency to real legislative oversight for the first time
in its history. George H. W. Bush was the CIA Director when I came on board, the
first of 10 CIA Directors under whom I have served. There were 18 other lawyers
at the Agency in 1976—today we have well over 100 lawyers, and we expect our
staff to grow even larger for the foreseeable future.

Upon my arrival, and frankly, despite still having no idea what I was getting my-
self into, I was immediately immersed in the incredibly diverse nature of CIA’s legal
practice. While it is fair to say that I have spent the bulk of my career providing
guidance on how CIA conducts covert operations, I have also had to address issues
in areas ranging from administrative and contract law to environmental and tax
law—not to mention being in the middle of an always active and burgeoning litiga-
tion case load. CIA has had its equities and information at stake in virtually every
major terrorist prosecution in the last two decades, along with a surprisingly large
number of other high profile criminal cases. For the Committee’s reference, attached
at Tab A is a detailed summary of the scope of legal work performed by the Office
of General Counsel. Overall, I cannot think of a more stimulating, challenging, im-
portant, and rewarding place to work as a lawyer, and I have loved going to work
every day of my 30 plus years at CIA.

So, by any measure, I am not new to the world of national security law. I come
with a track record of more than three decades of experience. I consider my long
experience with national security legal issues to be a significant and unprecedented
plus for a nominee to this job, and I hope that by the end of this process the Com-
mittee concludes that as well.

I will be responsive and forthcoming in answering your questions in this open ses-
sion. I suspect that the Committee will have questions—especially with respect to
legal issues I have been involved with in this post-9/11 era—which I can only ad-
dress in closed session. Again, however, I pledge to be informative and candid in
responding to those questions.

Let me briefly address one substantive issue in my remarks, and that is the cru-
cial issue of Congressional oversight of intelligence activities. Until now, the seminal
event in my CIA legal career took place two decades ago, when I was the Agency’s
focal point in dealing with the joint Committee investigating the Iran/Contra Affair.
As the year-long Congressional probe played out, I saw first-hand the tremendous
damage my Agency sustained, and all of it stemmed from the fact that, as an insti-
tution, CIA had kept the Intelligence Committees in the dark about a significant,
high-risk covert action program. Worse yet, a few senior CIA officers—people I had
worked with and admired for years—wound up being prosecuted for misleading
Congress about their roles in the program. Their careers were ruined, the Agency’s
reputation was sullied, overall morale at CIA plunged, and it took years for the
Agency to rebuild its relationship with this Committee and its House counterpart.

The lesson I learned from seeing up close all the damage from Iran/Contra has
been lasting and indelible to me: It is this: that CIA courts disaster whenever it
loses sight of the absolute necessity to inform the intelligence committees on a time-
ly basis what they need to know in order to perform effective, constructive oversight.
I say that not just because that is what the law requires; not just because it is wise
public policy; and not just because I think it is something the Committee wants to
hear. There is yet another compelling, if coldly pragmatic reason that Iran/Contra
brought that lesson home to me. The more the Committees know what CIA is doing,
the more you are invested in the process, and the more, frankly, the Committees
will be willing and able to protect and defend CIA from the uninformed and often
false charges of wrongdoing that seem to inevitably come our way from those on the
outside. It is in that spirit of openness and candor that I will endeavor to address
the Committee’s questions—not just today, but down the road as well, if the Senate
ultimately sees fit to confirm me as CIA General Counsel.

I recognize that a major focus of the Committee’s attention in considering my
nomination will be my role in those Agency actions undertaken in the
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counterterrorist arena in the years following the 9/11 attacks. This is as it should
be—after all, I have served as CIA’s Acting General Counsel approximately four out
of those five and one-half eventful years. As I noted at the outset, much of this dis-
cussion necessarily must be reserved for a closed session. For now, I can say that
this period has been the most rewarding (in terms of service to this country), but
by far the most challenging of my three plus decades of practicing law at the CIA.
While being a CIA lawyer has never been dull, the legal issues the Agency has had
to contend with over the past 5 years would have been unprecedented and largely
unimaginable to me on September 10, 2001.

For example, in the operational arena, CIA in my experience had never before
been authorized to detain and interrogate an individual believed to be holding vital
national security information. Additionally, in the foreign intelligence collection
arena, CIA had never before been authorized to collect more volumes of information
from exponentially more sources and to analyze and share that information faster
with our counterparts in the law enforcement community, state and local govern-
ments, and our foreign partners. While only a very small portion of that information
dealt with individual Americans, we had to be and must continue to be constantly
mindful of the privacy rights of our fellow citizens.

These were unchartered territories for me, the Office of General Counsel, and in-
deed, for the US government as a whole. We have had to navigate on one of the
most difficult legal and policy terrains imaginable in close consultation with legal
experts throughout the US government. Throughout it all, my mission has been to
decide every issue coming my way in accordance with one basic overriding principle
that I have followed my entire CIA career: To facilitate CIA’s discharge of its vital
mission to protect the national security and the American people in a manner that
at all times is faithful and in full compliance with the Constitution, U.S. law, and
U.S. obligations under international treaties.

Of course, the Committee deserves to know not just what I have done over the
years as a CIA lawyer, but also, more importantly, what my vision would be for the
Office of General Counsel if confirmed in this position. In the interest of time, I will
briefly touch on two objectives I consider crucial to ensure my office remains effec-
tive in the future.

First, I intend to continue to press forward my on-going efforts to increase the
Office of General Counsel’s presence and profile in all parts of CIA. As I indicated
earlier, we have about six times as many lawyers here now than on the day I joined.
That growth is due largely to our success in placing our lawyers “on the scene” in
every component at CIA Headquarters to provide close support and counsel for CIA
officers, as well as to serve as the General Counsel’s “eyes and ears”. The lawyers’
presence is not only tolerated by our clients—but they want them there and they
want more of them. To me, fostering this attitude and trend is extremely important
for any number of reasons, so I am determined to continue in that direction.

Second, as our office gets ever larger, I want our legal work force to be ever more
diverse. I am proud that historically we have never followed a “cookie cutter” ap-
proach to hiring—we bring newly minted lawyers on from law schools all over the
country, as well as experienced practioners from private law firms, military JAGS,
and from other government agencies. In addition, more than half our attorneys are
women, and roughly 15 percent are minorities. I am encouraged that these numbers
represent a steady improvement for OGC in this area in recent years. Even so, we
need to do a better job of attracting minorities, and I hope to devote my personal
attention and focus in this direction if I am confirmed.

Finally, let me briefly address a question several longtime colleagues posed to me
shortly after my nomination was announced, which is, “Why, as a career CIA lawyer
for three decades, would you want to give up that status after all those years to
become a “political” appointee subjected to the rigors and uncertainties of that en-
tire process?” For me, it came down to two basic reasons;

First, it is simply a great job. The work is as important as it gets, the palpable
sense of contributing something to protect the nation’s security is there everyday
and as hard as it sometimes gets, I have always considered it to be the best job
I could ever have. Second, I would respectfully suggest that the unprecedented fact
of a career CIA lawyer coming up the ranks and becoming General Counsel sends
a significant symbolic message to our constantly growing, ever younger office.
Namely, it says to a new lawyer coming on board that, if he or she makes a commit-
ment to a CIA career, works conscientiously and hard even as Administrations come
and go, and maybe catches a few breaks along the way, then he or she can realisti-
cally aspire to be the General Counsel of what I consider to be the most vital Agency
in the US government in protecting the citizens of the United States. For me, estab-
lishing that precedent would be an immensely gratifying legacy. And, I would hum-
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bly submit, it would be a healthy thing for the Office of General Counsel, the Agen-
cy, and ultimately, the country.

SCOPE OF THE OFFICE OF GENERAL COUNSEL
ADMINISTRATIVE LAW DIVISION

The General Counsel is responsible for the Agency’s ethics program. The attorneys
in the Administrative Law Division (ALD) provide guidance to present and former
Agency personnel regarding the requirements of Government-wide and Agency-spe-
cific ethics statutes and regulations. Like other government organizations, we also
have an Ethics Compliance program to ensure financial disclosure forms are timely
completed and reviewed, and that we meet Office of Government Ethics (OGE) an-
nual training requirements. In fact, OGE recognized our ethics program in March
2007 with a Program Award.

In addition to advising on ethics issues, ALD attorneys also provide advice on the
full range of administrative law questions, such as the proper expenditure of appro-
priated funds, the payment of travel expenses, the provision of training at Govern-
ment expense, and the lawful use of deadly force by Agency personnel. ALD also
represents the Agency in administrative equal employment opportunity (EEO) cases
as well as provides EEO awareness training to Agency employees. Finally, ALD at-
torneys provide legal advice to Agency managers on Human Resources matters
ranging from recruitment to retirement to diversity hiring, and in tragic cases, ad-
vise the Agency’s casualty officer about the benefits available to the survivors of
Agency personnel who die in the line of duty.

CONTRACT LAW DIVISION

The Contract Law Division advises the Agency’s Office of the Procurement Execu-
tive and the Office of Acquisitions in all aspects of the Agency mission on govern-
ment contract matters. The lawyers in this division provide legal advice during the
solicitation, evaluation, and negotiation of contracts, including review of source se-
lection documentation and sole source justifications, and the final contract docu-
ments. Contract Law Division is responsible for representing the Agency in contract
award protests (generally adjudicated by the Government Accountability Office) and
contract performance disputes (generally adjudicated by a Board of Contract Ap-
peals). In addition to advising on all aspects of contract formation, the Division at-
torneys advise on the administration of the contracts and all contract-related issues,
including contract-related fiscal law, intellectual property, and organizational con-
flict of interest issues. The division attorneys also advise on all Agency real estate-
related transactions, including construction and the leasing of real property.

Contract Law Division also provides legal advice on environmental, safety, and
health compliance issues for the Office of Medical Services’ Environmental Safety
Group (ESG), and advice on matters related to hazardous materials shipments.
There is interaction with Department of Transportation to obtain regulatory permits
(waivers) for activities, as needed. Contract Law Division also advises the Agency
on copyright law and other intellectual property areas, and the settlement of Fed-
eral Tort Claims Act (automobile) and Military Personnel and Civilian Employees’
Claims Act (personal property) claims.

INTELLIGENCE SUPPORT DIVISION

The Intelligence Support Division (ISD) provides legal analysis on general legal
issues relating to CIA operational activities. It supports and complements the Oper-
ations Division of OGC, which provides specific legal oversight of specific operational
activities. ISD focuses on issues arising under the Fourth Amendment to the U.S.
Constitution, various statutes protecting the privacy interests of U.S. persons, Exec-
utive Order 12333 and various CIA regulations intended to ensure that Agency
operational activities remain in accordance with U.S. law and the Executive Order.
ISD focuses primarily on issues “of first impression,” and one of ISD’s primary re-
sponsibilities is to review new types of intelligence collection activities—particularly
technical collection activities—to ensure that such activities comply with applicable
law and regulations.

ISD also provides legal expertise in specialized areas of the law—including guid-
ance on tax, import and export issues and certain issues of foreign or international
law.
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LITIGATION DIVISION

Litigation Division handles all of the litigation involving the Central Intelligence
Agency or any of its employees where those employees’ involvement is due to actions
taken in their official capacity. Litigation Division’s work encompasses both civil
and criminal litigation. On the civil side, Litigation Division handles cases in which
the CIA or its employees (in their official capacity) have been sued. These cases con-
sist primarily of Freedom of Information Act and Privacy Act cases, Federal Tort
Claims Act cases, employment related cases (such as Equal Employment Oppor-
tunity Act, Administrative Procedure Act, Bivens, and prepublication review cases),
and cases regarding contracts.

On the criminal side, the Division is involved in unauthorized disclosure cases in
which the classified information that was compromised belongs to the CIA. The Di-
vision also represents the CIA’s interests in criminal cases where the Agency has
information that is discoverable to a defendant. Terrorism cases and narcotics cases
comprise most of this category. In these cases, CIA uses the Classified Information
Procedure Act to protect the classified information at issue.

Lastly, the Division handles criminal cases in which a defendant is making a
claim that his criminal conduct was authorized by the United States government
generally and CIA in particular, i.e. the public authority defense.

OPERATIONS DIVISION

Operations Division is the focal point for questions involving the legality and pro-
priety of activities carried out by the National Clandestine Service (NCS). The Divi-
sion is charged with providing legal counsel and guidance to the NCS on matters
involving clandestine intelligence collection